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| SECURITY SERVICES

METHODOLOGY

True Blackbox
Xterna Qe cidox

documentation, no assumptions

ENGAGEMENT SCOPE
Outside-In

®
Starting only from your
organisation’'s name

Rigorous. Manual. Real Hacking. EXPERTISE
Critical CVEs Discovered

Across governments, financial
Many penetration tests begin with a scoped asset list, pre-shared institutions & global enterprises

credentials, and limited time. That is not how attackers operate, and

it produces results that do not reflect your actual exposure.
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| OUR APPROACH

How We

01

No Prior Access
Required

Each engagement begins from zero.

We conduct open-source recon,
asset discovery, enumeration and
exploitation without insider

02

Manual Testing
Throughout

Automated scanners have their
place in recon, but they do not
replace skilled human judgement.
Every finding is the result of manual,

03

Findings That
Matter

We report vulnerabilities with
genuine impact: auth
bypasses, injection flaws,
access control failures.
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04

Confirmed and
Reproducible

Every vulnerability is manually
verified. Each finding includes a
demonstration of the issue and its
impact. No speculation, no noise.

knowledge. hands-on testing. Severity reflects actual Your team will not spend time
exploitability, not theory. triaging invalid findings.
SVBGROUP.CO.NZ NZ Sovereign. ISO 27001 Certified. Real Depth.
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What We

SCOPE OF TESTING DELIVERABLES
m. Executive Summary
¢ Internet-facing web applications and APIs =8 Business-impact narrative suitable for leadership and

stakeholders

External network infrastructure and exposed services

® Technical Report
V4 Detailed findings with full reproduction steps and

¢ Authentication and session management evidence for each vulnerability
¢ Access control and privilege boundaries cf Remediation Guidance
Practical, prioritised recommendations specific to your

environment

Administrative interfaces and staging environments

Retesting

Once remediation is complete, we verify that findings
have been resolved properly

@. - |
.- |

Third-party integrations and supply chain exposure

Sensitive data disclosure across all attack surfaces

Ready to understand your real exposure?

To discuss an engagement, reach out directly through our website svb group.co.nz



